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The mission of the State Election Commission is to ensure every eligible citizen has the
opportunity to register to vote and participate in fair and impartial elections with the
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AGENCY VISION

The State Election Commission will conduct secure, fair and impartial elections through
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AGENCY NAME: State Election Commission
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AGENCY’S DISCUSSION AND ANALYSIS

Elections are the foundation that supports and protects every citizen’s freedoms. The South Carolina State
Election Commission (SEC) exists to protect those freedoms by ensuring the security and integrity of our
election infrastructure. Our mission is to ensure every eligible citizen has the opportunity to register to
vote and participate in fair and impartial elections with the assurance that every vote will count.

Conducting elections is a technologically and legally complex profession, subject to exceptional scrutiny
by voters, candidates, media, the legal community, activists, and voter advocacy groups. This requires
everyone involved in the elections process, whether at the municipal, county, or state level, to possess a
wide variety of core competencies including technological, logistical and management skills, as well as a
high level of election experience and expertise.

While state and local election officials share in the responsibility of conducting elections, the SEC, as the
chief election agency in the state, is responsible for overseeing the overall voter registration and election
process. Specifically, the agency is tasked with:

o Maintaining the statewide voter registration system

e Supporting the statewide voting system

o Supervising 46 county boards of voter registration and elections

o Performing audits and post-election analyses of county boards of registration and elections

« Assisting with county operations if a county election office fails to comply with state and federal
law or SEC policies and procedures; or if a county is unable to certify election results in a timely
manner

o Conducting a training and certification program for local election officials

o Conducting candidate filing and providing a candidate tracking system

Everything we do as an agency — our programs and projects — emanates from these responsibilities. The
primary goal is to provide the highest level and quality of service possible within these mandates.

MAJOR ACHIEVEMENTS

Continued Operations and the Conduct of Elections in the COVID-19 Pandemic

The SEC worked from the outset of the pandemic following rules and guidelines from State Human
Resources, the Department of Health and Environmental Control and the Centers for Disease Control and
Prevention to ensure continuity of operations while protecting the health and safety of agency employees,
county election officials and voters. This included educating employees on COVID-19, providing
employees the resources necessary to work from home, and taking measures to help ensure the safety of
employees working in the SEC office. While some employees were able to work from home, the office
remained open to conduct candidate filing and prepare for the statewide primaries.

The SEC worked to overcome unique challenges for the conduct of elections created by the pandemic.
South Carolina elections require voters to gather in large numbers at polling places — something public
safety and health officials encourage people not to do during a pandemic. The SEC took numerous steps
to help protect the right to vote and the health and safety of voters and poll managers.

A-3



AGENCY NAME: State Election Commission
AGENCY CODE: E28 101

e Raised awareness with the S.C. General Assembly and the Governor’s Office of the unique
challenges associated with conducting an election in a pandemic and provided options to help
mitigate those challenges.

e Implemented temporary measures taken by the General Assembly and federal court to expand
absentee voting opportunities for voters.

e Provided counties with:

o Online COVID-19 poll manager training
o Poll manager supplies to aid in applying social distancing principles and cleaning common
surfaces in polling places.

Masks, face shields and gloves for poll managers.

Sneeze guards for polling place check-in stations.

Hand sanitizer for voters and poll managers.

Cotton swabs for making selections on touchscreens.

Additional ballot-marking devices and scanners to help facilitate social distancing and

process increase in absentee-by-mail ballots.

o Ballot-marking device carts to help facilitate social-distancing in the curbside voting
process.

e Assisted counties with poll manager recruitment.

e Sent postcards to voters whose polling places had changed due to the pandemic.

e Educated voters on their voting options and encouraged voters to wear a face mask, bring their
own pen for signing the poll list, and to practice social distancing at the polling place.

O o0 o0 0o o0

2020 Statewide Primaries and Runoffs

Despite the COVID-19 pandemic, extraordinary efforts by voters, poll managers and election officials led
to successful Statewide Primaries and Runoffs held on June 9 and 23, respectively. While there were
isolated issues, the primaries and runoffs were successful overall as voters were able to vote in a timely
and efficient manner, and election officials were able to count those voters and report totals on election
night. The SEC created election databases and provided election support for all 46 county boards of voter
registration and elections. More than 767,000 South Carolinians voted in the Democratic and Republican
Primaries to determine nominations for a variety of offices on the federal, state and local levels. Absentee
voting in the June Primaries increased by 213% compared to the 2016 Statewide Primaries (61,000 to
191,000). More than 94,000 voters participated in the Runoffs held two weeks later for various offices in
23 counties. More than 9,980 poll workers and election officials across the state worked diligently to
ensure the primaries and runoffs were a success.

2020 Democratic Presidential Primary

The SEC and county boards of voter registration and elections successfully conducted the Democratic
Presidential Preference Primary (PPP) on February 29. The SEC created databases and provided election
support to 46 county boards of voter registration and elections. More than 540,000 South Carolinians
voted in the PPP to help the Democratic Party select its nominee for President of the United States.
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New Paper-Based Voting System

Following a six-month procurement process, the State of South Carolina announced in June 2019 the
award of a contract for a new statewide voting system. Implementation of the Election Systems and
Software (ES&S) ExpressVote voting system began on July 1, 2019. The SEC worked to fulfill its role of
supporting the statewide voting system by working with the vendor and county boards of voter registration
and elections to ensure a successful implementation:

Coordinated distribution and delivery of equipment to 46 counties
Ensured training of SEC staff, county election officials and poll workers
Updated voting system-related manuals, procedures and forms
Educated the public on how the new system works

The system was implemented ahead of schedule and was used in the first election on October 1, 2019 and
in more than 180 elections across 40 counties on November 5, 2019.

The new paper-based system replaced the state’s aging paperless system that had been in place since 2004.
The system will not only provide voters with a dependable system for years to come but has also greatly
enhanced the security and resilience of our election process. A paper-based voting system allows election
officials to audit paper ballots to verify results. This is a significant measure that provides voters and
election officials additional assurance that every vote is counted just as the voter intended.

Election Security

Protection of South Carolina’s election infrastructure remained a top priority during FY2020. Elections
face numerous threats from a wide variety of actors with various motives. The agency is committed to
taking all reasonable measures to further enhance the state’s election security posture. Major
achievements in this fiscal year include:

e Implementation of a new statewide paper-based voting system. The system provides another layer
of security by having a paper record of every voter’s voted ballot that can be used for audits and
recounts.

e Continued expansion of county network sensors on county networks. The SEC continued its
security partnership with the State Law Enforcement Division (SLED) by working to deploy
network sensors on county networks throughout the state.

e Agency website moved to .gov domain. This change will help maintain the public’s trust in the
information and services provided through the site.

The SEC continues working with a broad-based team of federal, state, and private cybersecurity, law

enforcement and intelligence professionals to ensure the agency takes every prudent measure to enhance
the security and resilience of the state election infrastructure.

The SEC continues to improve its security posture by adding layers of security to address changes in the
environment and the emergence of new technologies and threats. Taking all reasonable measures to
bolster the security and resilience of the state’s election infrastructure will remain a top priority for the

agency.
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Voter Education and Qutreach

The SEC continued to reach out and educate voters on all aspects of voter registration and elections,
including COVID-19-related information. In FY2020, the agency kicked off a new voter education
initiative called “No Excuse SC.” The initiative asks “What’s your excuse, South Carolina?” and drives
home the answer that there is no good excuse not to register and vote because both are easy to do. The
campaign’s objectives are to:

e Encourage voter registration

e Inspire voter turnout

e Recruit poll managers

e Prepare voters for election day

e [Establish the SEC as a trusted source of election information

The agency developed a microsite (NoExcuseSC.com) which is used as a hub for online voter services
and information. When citizens arrive at NoExcuseSC.com they can quickly find the service or
information they are looking for, and when they click a link, they go directly to the applicable page of the
agency’s main site, scVOTES.gov. Overall, the goal of the SEC’s voter education initiatives is to help
ensure voters are informed about the requirements, processes, procedures, and deadlines associated with
voter registration and voting in South Carolina. Communication channels include educational brochures,
posters, videos, outreach at public events, a voter education website (scVOTES.gov), social media
messaging, and a statewide traditional media campaign.

KEY OPPORTUNITIES & CHALLENGES

Conduct of Elections in the COVID-19 Pandemic

At the end of FY2020, the SEC was preparing for the 2020 General Election. While the SEC overcame
many of the challenges of conducting the June Primaries and Runoffs in the pandemic, success in June
does not necessarily translate to success in November. Voter turnout and absentee voting in a General
Election are significantly higher than in primaries. Even under normal circumstances, presidential
elections are the ultimate test of any state’s election process.

Turnout in non-gubernatorial statewide primaries averages 18%, while turnout in presidential elections
averages 71%. While direct comparisons are not particularly useful, it is instructive to examine the
changes to the statewide voting dynamic in June and project those numbers to November.

Absentee voting in the June Primaries increased by 213% compared to the 2016 Statewide Primaries
(61,000 to 191,000). Absentee ballots cast by mail increased 370% (27,000 to 127,000) as the preferred
method of absentee voting shifted from absentee in person to absentee by mail. Prior to the pandemic,
27% of absentee voters voted by mail. In the 2020 Statewide Primaries, 66% voted by mail.

Applying the overall increases in absentee voting and absentee by mail to the General Election produces
a dramatic increase in absentee voting and a shift in the way absentee ballots are cast. If absentee voting
increases by 213% over the 2016 General Election, more than 1.6 million absentee ballots will be cast in
November. If voters choose by mail at the same rate as June, more than 1 million of those ballots will be
cast by mail.
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Based on the experiences of state and county election officials conducting the June primaries and the
projections for the General Election, we have the following concerns: '

o There will be a large increase in absentee-by-mail voting. The opening and counting of absentee-
by-mail ballots will require substantially more time to complete, and election results could be
delayed.

e With significantly more voters at the polls in November, social distancing at polling places will
become far more difficult, and in some places, will be impossible.

e Poll manager shortages could develop with an increase in positive COVID-19 cases.

e Poll worker recruiting has yielded many new poll workers. Training of new workers and the lack
of experienced poll workers will be a challenge.

e As voters seek safer voting options, many more voters will choose curbside voting — a method that
allows voters with disabilities to vote from their car. Some voters see curbside voting as a “drive-
through® option available to everyone. Curbside voting takes far more polling place resources and
time to process, slowing down the polling place operation.

With the unique and unprecedented challenges of the pandemic, additional actions will be necessary to
ensure a safe and efficient election process in November.

Election Security

The greatest challenge for the SEC has been ensuring we have taken all reasonable measures to improve
and protect the security and resilience of the state’s election infrastructure. The U.S. Department of
Homeland Security designated election systems as critical infrastructure in January 2017. The SEC has
applied considerable resources to hardening both the state’s voting and voter registration systems by
applying testing, assessments, and technological and human resources. The development of an
unprecedented security partnership of state, federal and private security professionals as well as state and
federal law enforcement and intelligence agencies was launched to improve protection of the state’s
election infrastructure during this period.

Despite these efforts, the SEC continues to face threats that challenge the agency’s cyber and physical
security initiatives. The agency faces extraordinary challenges in updating and maintaining information
technology resources, hiring human resources, and educating and training state and local election officials.
To aid in our security efforts, the agency has taken advantage of a multitude of resources and services
through the U.S. Department of Homeland Security’s cyber hygiene scanning program, risk and
vulnerability assessments, and security trainings. The S.C. Department of Administration, Division of
Technology assisted the agency to install endpoints in each county to improve the voting systems security
posture during this period as well. Our agency has been proactive through partnerships with federal, state,
private, and local entities. However, the need for increased security information that can be acted upon
in short measure along with the mandate to train election officials statewide on security-related threats is
a major challenge that the agency continues to address. Implementation of security policies and
procedures related to the new paper-based voting system, deployment of county network scanners,
security training, assessments, testing, and remediation are all security challenges facing the SEC moving
into FY2020.

Funding for Costs Associated with New Voting System
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While the state replaced the statewide voting system in FY2020, other initiatives associated with the new
voting system remain unfunded. The initiatives include electronic poll books, security and auditing of
election results, and additional voting equipment for counties. The SEC requested $9.3 million for these
initiatives in its FY2021 budget, but due to the COVID-19 pandemic, the request was still pending at the
time this report was finalized.

Electronic Poll Books — Having a statewide, uniform electronic poll book application is critical to reducing
lines and creating other efficiencies at polling places, reducing the time and resources necessary to process
voter participation data, and improving the security of election infrastructure. South Carolina currently
has an antiquated electronic poll book solution. The software was developed in-house and provided to
counties at no charge. Laptop computers are required to use the software. This approach was prudent
more than a decade ago when very few poll books were commercially available. Today, competition in
the electronic poll book marketplace has resulted in available options that have far greater functionality,
ease of use, and security features than the SEC could match with our in-house application.

Not only will poll managers be able to process voters much faster, electronic poll books will also reduce
errors in the election process by ensuring voters receive the correct ballot style. In addition, fully
eliminating paper voter registration lists will greatly reduce the amount of time and resources necessary
to update the statewide voter registration list with information about the voters who participate in a
particular election.

Auditing — Having a paper-based voting system adds an important layer of security to the election process.
The paper record produced by the new system can be audited to verify the results of the election as
tabulated by the ballot scanners. However, this layer of security cannot be fully realized without a program
in place to conduct risk-limiting audits, independent third-party verification of results, or other audits.

Additional Voting Equipment — While the current amount of equipment is sufficient to conduct most
elections, additional equipment would allow absentee ballots to be tabulated faster, help reduce potential
lines at polling places during a general election, allow for opening additional satellite absentee locations,
and provide for additional equipment that can be deployed to address issues that may arise on election

day.

Election Legislation

Each year the SEC provides information to the General Assembly to develop and enact legislation to
improve the efficiency and effectiveness of voter registration and elections.

e Funding — The Agency's priority is to continue working with the General Assembly to obtain the
funding necessary to implement electronic poll books, to establish an election results auditing
program, and to provide additional voting equipment to counties.

e Early Voting — The SEC will advocate for the establishment of an early voting period. Early voting
will improve the election experience for every South Carolinian by making voting more convenient
and by reducing wait times at polling places on election day. In addition, early voting would
greatly reduce the time necessary to process paper absentee ballots.

e Voting System-Related Legislation — Fifteen years have passed since elections have been
conducted using paper ballots. The paper-based voting systems of today differ greatly from those
of the past. Various updates are needed to make the operation of the state’s modern paper-based
voting system more efficient.
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Uniform Voter Registration Deadline — Voter registration deadlines currently vary depending on

the method of registration. This is confusing to voters and to election officials and voter advocates.
Amendments to various sections of the S.C. Code of Laws are need to establish a uniform deadline
for all methods of voter registration.

Lengthy Referendums — The Agency also seeks legislation or statutory changes which alleviate
concerns regarding lengthy referendums or other questions appearing on general election ballots.
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RISK ASSESSMENT AND MITIGATION STRATEGIES

The most negative impact on the public would be an event that causes the loss of public confidence in the
election process. The election process is comprised of various laws, policies, procedures, people, places
and systems. The election systems most critical to the Agency are the statewide voter registration system
and the statewide voting system. A failure or compromise of either of these systems would have the
potential to cause a statewide failure to register voters and conduct fair and accurate elections.

The SEC works with federal law enforcement and intelligence agencies, other S.C. state agencies, and
private security vendors daily to manage, monitor, and secure South Carolina’s election infrastructure.
These efforts include identifying ways to increase the security of all agency networks, public facing
websites, and both the voter registration and voting system used in our state.

The SEC does not have the capabilities or resources to protect the State’s election infrastructure alone.
The nature and level of outside help would depend on the type of threat or vulnerability. The agencies
listed below are agency partners in protecting the state’s election infrastructure and would be called upon
to assist in identifying and addressing security threats and vulnerabilities which have the potential to
impact the Agency’s ability to conduct voter registration and elections.

e S.C. General Assembly e Multi-State Information Sharing &

e S.C. Governor’s Office Analysis Center

e S.C. Department of Administration e Election Infrastructure Information

e S.C. Law Enforcement Division Sharing & Analysis Center

e U.S. Department of Homeland Security e County governments & law enforcement
e U.S. Department of Justice o County boards of voter registration and
e Federal Bureau of Investigation elections

e [J.S. Election Assistance Commission

Election infrastructure touches many other state agencies including:

e S.C. Department of Motor Vehicles

e S.C. Department of Social Services

e S.C. Department of Health & Human Services

e S.C. Department of Health & Environmental Control

e S.C. Department of Mental Health

e S.C. Commission for the Blind

e S.C. Department of Alcohol & Other Drug Abuse Services
e S.C. Department of Disabilities & Special Needs

e S.C. Vocational Rehabilitation Department

The following are six risks in the election process that can be mitigated by action of the General Assembly:

1) Long lines at polling places create a barrier and impact a voter’s ability to vote. The SEC will
continue working with the General Assembly to strengthen the election process by reducing wait
times at polling places. Electronic poll books, absentee-by-mail, and absentee-in-person voting
are critical to removing this barrier.
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2)

3)

4)

5)

6)

The SEC has an opportunity to enhance the security of the statewide voting system by establishing
a comprehensive program to verify election results by auditing paper ballots. The SEC will
continue working with the General Assembly to acquire the funding to establish this program.

The previous statewide electronic paperless voting system was replaced with the current system
that produces a paper record of every ballot. The use of paper ballots has impacted election
officials’ ability to process absentee ballots in a timely manner, as election officials are required
to challenge each in-person absentee ballot and open and tabulate absentee by mail ballots by 9am
on election day. By law, this process cannot begin until 9:00 a.m. on election day.

Absentee voting has increased exponentially over the past 15 years. Prior to the COVID-19
pandemic, 27% of absentee voters voted by mail. In the 2020 Statewide Primaries, 66% voted by
mail. For several years, the SEC has been reporting a steadily increasing trend towards absentee
voting; now, absentee voting is the clear voting method for the vast majority of S.C. voters. This
means that election officials will be using a modern voting system designed for in-person voting,
but following outdated absentee voting laws, all while processing more paper ballots than ever
before.

The General Assembly attempted to mitigate these problems by passing S.635. First, this
legislation requires in-person absentee ballots to be challenged at the time they are cast, instead of
until 9:00 a.m. on election day when the ballot envelope opening process begins. Second, the law
also allows the absentee ballot return envelope to be opened at 9:00 a.m. on the day before an
election, and the interior, secrecy envelope to be opened, and the ballots processed, at 9:00 a.m.
on the day of the election. However, both provisions sunset at the end of 2021. The legislation
requires the SEC to work with the vendor on a technological solution to allow for the challenge of
in-person absentee ballots up until the time the envelopes are opened. However, that may not be
possible while protecting the secrecy of voters’ ballots. The General Assembly could alleviate
these issues by making these temporary changes permanent law.

While COVID-19 is an unprecedented threat to our state and nation, states of emergencies are not.
This state has faced ice and snow storms, hurricanes, tornados, floods, and other natural disasters
that impacted voter registration deadlines and election days.

To prepare for unforeseen disasters in the future, the General Assembly should consider passing
legislation that:

e Allows elections to be postponed for two weeks from the date of the respective elections
during a declared state of emergency.

o Allows “State of Emergency” as an absentee reason if the jurisdiction is under a state of
emergency, if so declared by the Governor.

Voter registration deadlines vary by registration method which causes confusion and could lead to
voter disenfranchisement and is in conflict with federal law. The General Assembly could remedy
this by establishing a uniform voter registration deadline for all methods.

As adjustments to county lines are made to reestablish statutorily defined boundaries, voters are
impacted by the implementation because precinct lines are not changed at the same time. The
General Assembly could establish a process by which county lines and precinct lines are adjusted
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simultaneously. To further lessen the impact on elections, county and precinct lines should not be
adjusted during general election years.
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